
Secure Coding 
Practices 



Who is Sven?



Supply Chain 
Security



Secure Coding





Project SLSA - https://slsa.dev/

• Security
• Integrity
• Transparency
• Traceability
• Trust • Software Supply Chain Security

• Trusted Artifacts
• End-to-End Integrity
• Maturity Model (Level 1–4)
• Prevents Supply Chain Attacks



OWASP - https://owasp.org/
• https://owasp.org/www-project-dependency-track/
• https://owasp.org/www-project-top-ten/
• https://cyclonedx.org/
• https://github.com/CycloneDX/cyclonedx-maven-plugin
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OWASP - https://owasp.org/
Input validation

Output validation

Authentication and Password Management

Session Management

Access Control

Cryptographic Practices

Error Handling and Logging

Data Protection
Communication Security

System Configuration

Database Security
File Management

Memory Management

General Coding Practices



Infection Methods



Dependency Confusion Attack



Typosquatting Attack



Masquerading Attack



Trojan Package Attack



Code obfuscation techniques
▪ Off-the-shelf public obfuscators

○ Pyarmor - https://github.com/dashingsoft/pyarmor

○ obfuscator.io - https://obfuscator.io/

○ Python obfuscation tool - https://www.development-
tools.net/python-obfuscator/

▪ Custom obfuscation techniques

○ Mangling variable names

○ Encrypting strings

○ Control flow flattening

▪ Invisible backdoors - homoglyphs
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Obfuscation techniques
▪ Python obfuscation tool - https://www.development-tools.net/python-

obfuscator/

▪ Used in “noblesse2” malicious packages we found last year

▪ Encode Python code text with base64

▪ Decode, compile and evaluate the code
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Obfuscation techniques



Obfuscation techniques
▪ Unicode homoglyph characters are characters that look like standard 

ASCII/Latin characters

▪ Can be used by supply-chain attackers to plant "invisible" backdoors

▪ Example: changing a string literal check to make it always succeed / fail



Obfuscation techniques
▪ Unicode bidirectional (BiDi) control characters

▪ Normally used to control the flow of text (left-to-right or right-to-left)

▪ Can be used to change the order of the compiled / interpreted source 
code

▪ An example - invisibly comment out a condition check



Security Payloads



Cryptominer



Sensitive Data Stealer



Text Steganography



Image Steganography



Audio Steganography



Video Steganography



SAST



DAST



IAST



RASP



Common Weakness 
Enumeration



Common 
Weakness 

Enumeration

https://cwe.mitre.org/



Common 
Weakness 

Enumeration

https://cwe.mitre.org/



Common 
Weakness 

Enumeration

https://cwe.mitre.org/



Common 
Weakness 

Enumeration

https://cwe.mitre.org/



Common 
Vulnerability 
Scoring System

www.first.org/cvss/



Exploit Prediction 
Scoring System

www.first.org/epss/



Penetration Testing



Fuzzing



TDD and Security



TestCoverage

Dependencies

Vulnerabilities



sven@neosec-it.com
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